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ABBREVIATIONS 

Abbreviation Definition 

EMRC Energy and Minerals Regulatory Commission 

ISMS Information Security Management System  

SC Steering Committee  
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1. Purpose  

This policy aims to define the information security requirements based on best practices and 

relevant standards for managing information security incidents and threats within the EMRC. The 

goal is to reduce risks and protect the organization from internal and external threats, with a focus 

on the core security objectives: confidentiality, integrity, and availability of information. 

Additionally, this policy aims to ensure compliance with the ISO/IEC 27001 standard and to 

establish a robust security environment that supports the Commission’s operations, mission, and 

strategic objectives. 
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2. Scope  

This policy applies to all information and technology assets owned, operated, or maintained by 

the Energy & Minerals Regulatory Commission (EMRC). It covers all EMRC personnel, including 

employees, contractors, and third-party service providers involved in the management, 

operation, or support of these assets. 
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3. Policy Statement  

1. EMRC is committed to establishing appropriate controls and defensive measures to protect 
the data of the organization and its clients, as well as its IT systems and services. 

2. EMRC is committed to protecting its information assets, employee-related information, 
intellectual property, computer systems, data, and equipment from all internal and external 
threats, whether intentional or unintentional, while ensuring cost-effectiveness and minimal 
impact on authorized users, and maintaining the required service level to support business 
operations. 

3. EMRC adopts the ISO/IEC 27001 standard for implementing an Information Security 
Management System (ISMS), ensuring the protection of information confidentiality, integrity, 
and availability in a systematic and organized manner. 

4. EMRC is committed to complying with all relevant regulatory and legislative requirements. 
5. EMRC is committed to promoting and supporting the development of the information security 

system by engaging employees, providing security training and awareness, and enhancing 
their capabilities. 

6. EMRC is committed to meeting the expectations and requirements of relevant stakeholders 
regarding the ISMS and to allocating the necessary resources to achieve this. 

7. EMRC’s information security risk management is guided by a formally approved risk 
management methodology that ensures risks are consistently identified, assessed, and 
treated in a structured and effective manner. 

8. Information security practices must be aligned with EMRC’s strategic direction and 
operational objectives. 

9. EMRC confirms its commitment to the continual improvement of the ISMS and to enhancing 
the overall level of information security. 

10. EMRC is committed to responding to and resolving security incidents and suspected 
vulnerabilities in a manner appropriate to their nature and severity. 

11. Information security objectives are defined based on risk assessments and are subject to 
monitoring and review by the ISMS Steering Committee. 
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4.  Compliance 

1. The Chair of the ISMS Steering Committee is responsible for ensuring EMRC’s continuous 
adherence to this policy. 

2. All employees and contractors of EMRC must fully comply with the provisions of this policy. 
3. Any violation of this policy may result in disciplinary action in accordance with EMRC’s 

established procedures. 
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5. Review and Update 

The Cybersecurity Section Head is responsible for maintaining this document and reviewing it at 

least annually. 

All updates must be submitted to the IT Director for review and approved by the designated 

authority, with proper version control maintained. 


