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1 The Government of Jordan’s digital transformation ambitions, set out in Jordan Digital Transformation Strategy 2020, 

includes embracing a range of modern technologies including 5G, Internet of Things, and artificial intelligence in digital 

government services. 
2 A Comprehensive National Vision to Support and Develop the National Economy https://jordanvision.jo/en  

https://jordanvision.jo/en
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3 As in line with Jordan’s National Cyber Security Framework 2024. 
4 Outlined in Annex A. 
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5 See Annex C: The Challenge: Detailed analysis. 
6 As outlined in the overarching Energy Sector Strategy 2020-2030. 
7 See Annex B: Alignment with national cyber regulation. 
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8 As outlined in the overarching Energy Sector Strategy 2020-2030. 
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9 Cybersecurity Best Practices Testing (CBEST), developed by the UK’s Bank of England with regulators and UK National 

Cyber Security Centre, provides a potential model for this form of testing. It uses real-time threat intelligence and penetration 

testing to assess vulnerabilities through simulated attacks and promotes collaboration between financial institutions, regulators, 

and intelligence agencies: 

https://www.bankofengland.co.uk/financial-stability/operational-resilience-of-the-financial-sector/cbest-threat-intelligence-led-assessments-implementation-guide
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11 Guidance can be taken from https://www.ncsc.gov.uk/files/NCSC_Cyber-Security-Board-Toolkit.pdf. 

https://www.ncsc.gov.uk/files/NCSC_Cyber-Security-Board-Toolkit.pdf


16 

 

• 

• 



17 

 

 

• 

• 

• 

• 

 
12 This could be in-house or delivered by a service provider. 
13 See Appendix A for the detailed stages of SOC and CERT set up. 
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14 See Annex D for a more detailed implementation plan. 
15 Detailed guidance is provided by MITRE: ‘11 Strategies of a World-Class Cybersecurity Operations Center’. 

https://www.mitre.org/sites/default/files/2022-04/11-strategies-of-a-world-class-cybersecurity-operations-center.pdf 
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16 Detailed guidance is provided by MITRE: ‘11 Strategies of a World-Class Cybersecurity Operations Center’. 

https://www.mitre.org/sites/default/files/2022-04/11-strategies-of-a-world-class-cybersecurity-operations-center.pdf 
17 See detailed implementation plan in Annex E: En-CERT implementation stages. 
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18 Outlined in Annex A. 



22 

 

• 



23 

 

 

• 

• 

• 

 
19 https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2024/cyber-security-breaches-survey-2024 and 

Deloitte - 91% of all cyber attacks begin with a phishing email to an unexpected victim  

https://www2.deloitte.com/my/en/pages/risk/articles/91-percent-of-all-cyber-attacks-begin-with-a-phishing-email-to-an-unexpected-victim.html
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20 See Annex A. 
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21 Please find the complete, extended analysis in Annex C: The Challenge. 
22 Such as those enforced under the European General Data Protection Regulation (GDPR). 
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23 Options include for example the SOC Capability Maturity Model (SOC CMM), which helps assessing and developing 

SOC capabilities, and/or the NIST Cybersecurity Framework (CSF) 2.0, which offers a comprehensive approach to 

managing cybersecurity risks and develop comprehensive security protocols. 
24 Captured for example in these resources: https://www.cyber.gov.au/sites/default/files/2024-09/PROTECT-Detecting-

and-Mitigating-Active-Directory-Compromises.pdf and https://www.huntress.com/blog/addressing-initial-access. 

https://www.cyber.gov.au/sites/default/files/2024-09/PROTECT-Detecting-and-Mitigating-Active-Directory-Compromises.pdf
https://www.cyber.gov.au/sites/default/files/2024-09/PROTECT-Detecting-and-Mitigating-Active-Directory-Compromises.pdf
https://www.huntress.com/blog/addressing-initial-access
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